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Abstract—A majority of localization approaches for wireless
sensor networks rely on the measurements of internode distance.
Errors are inevitable in distance measurements, and we observe
that a small number of outliers can drastically degrade localiza-
tion accuracy. To deal with noisy and outlier ranging results, a
straightforward method, known as triangle inequality, has often
been employed in previous studies. However, triangle inequality
has its own limitations that make it far from accurate and reliable.
In this paper, we first analyze how much information is needed
to identify outlier measurements. Applying the rigidity theory, we
propose the concept of verifiable edges and derive the conditions
for an edge to be verifiable. On this basis, we design a localization
approach with outlier detection, which explicitly eliminates ranges
with large errors before location computation. Considering the
entire network, we define verifiable graphs in which all edges are
verifiable. If a wireless network meets the requirements of graph
verifiability, it is not only localizable but outlier resistant as well.
Extensive simulations are conducted to examine the effectiveness
of the proposed approach. The results show remarkable improve-
ment in location accuracy by sifting outliers.

Index Terms—Localization, outlier detection, verifiability, wire-
less sensor networks.

I. INTRODUCTION

THE proliferation of wireless and mobile devices has fos-
tered the demand for context-aware applications, in which

location is viewed as one of the most significant contexts. For
wireless sensor networks, location information provides essen-
tial contexts for data interpretation and network operations.

In recent years, a number of techniques have been proposed
for in-network localization, in which a portion of special nodes
(called beacons or anchors) know their global locations, and
the rest determine their locations by measuring the Euclidean
distances to their neighbors. Several distance-ranging methods,
such as radio signal strength (RSS) [1] and time difference of
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arrival (TDoA) [2], have been adopted in practical systems.
Based on these techniques, the ground truth of a wireless ad hoc
network can be modeled as a distance graph G = 〈V,E,W 〉,
where V is the set of wireless nodes, E is the set of links, and
W (u, v) is the distance measurement between a pair of nodes u
and v. The problem of localization is to figure out the locations
of other nodes based on internode distance measurements and
global locations of those beacons.

In practice, however, noises and outliers are inevitable in
distance ranging. The ranging errors generally come from the
following three sources.

Hardware malfunction or failure. Distance measurements are
meaningless when encountering hardware malfunction. In
addition, incorrect hardware calibration and configuration
also deteriorate ranging accuracy, which is hardly empha-
sized by previous studies. For example, RSS suffers from
transmitter, receiver, and antenna variability, and inaccu-
rate clock synchronization results in ranging errors for
TDoA.

Environmental factors. RSS is sensitive to channel noise, in-
terference, and reflection, all of which have significant
impacts on signal amplitude. The irregularity of signal
attenuation, particularly in complex indoor environments,
remarkably increases. In addition, the signal propagation
speed often exhibits variability as a function of tempera-
ture and humidity for the propagation-time-based ranging
measurements and cannot be assumed to be constant across
a large field.

Adversary attacks. As location-based services become much
more prevalent, the localization infrastructure is becoming
the target of adversary attacks. By reporting fake loca-
tion or ranging results, an attacker, e.g., a compromised
(malicious) node, can completely distort the coordinate
system. Different from the previous cases, the outliers here
are intentionally generated by adversaries.

Ignoring the existence of outliers is not a choice to deal
with them. To detect outliers, a straightforward solution is
to judge graph embeddability based on triangle inequality. A
graph-violating triangle inequality is, by no means, embed-
dable. Triangle inequality, however, has serious drawbacks in
the following two aspects.

Coarse granularity. For a triangle �ABC, |AB| = 5, |AC| = 5,
and |BC| = 5. Suppose that, for some reason, the distance
between B and C is wrongly measured as 1 or 9, i.e.,
|BC| = 1 or 9. For both cases, �ABC is embeddable, and
triangle inequality fails to detect the outlier measurement
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|BC|. Triangle inequality is only a coarse-grained evidence
of the inexistence of outliers and cannot guarantee the
correctness of satisfied measurements.

Identification. Triangle inequality only indicates the existence
of outliers but cannot identify them. Formally, a triangle
that violates this inequality implies that at least one dis-
tance measurement is incorrect but does not indicate which
distance is the offending one.

Such limitations motivate us to design a novel approach to
detect outlier distance measurements beyond triangle inequal-
ity. We notice that a network can uniquely be located without
using all internode distances. Thus, for a graph G and a pair
of neighboring vertices u and v, if G− (u, v) contains enough
correct information on the location u and v, the measured
distance between u and v [denoted by W (e), where e = (u, v)]
is not necessarily used for localization but can further be used
for verification. That is, supposing that we intentionally ignore
W (e), we still have some ideas to figure it out from G− (u, v).
Such redundant information in internode distances is a good
starting point to characterize noises and outliers in distance
measurements.

In this paper, we analyze how much information is needed to
identify outlier measurements and how to use them. Applying
the rigidity theory, we propose the concept of verifiable edges
and derive the conditions for an edge to be verifiable. On this
basis, we design a localization approach with outlier detection,
which explicitly eliminates the rangings with large errors be-
fore location computation, thus increasing location accuracy.
Considering the entire network, we define verifiable graphs in
which all edges are verifiable. If a wireless network meets the
requirements of verifiable graph, it is not only localizable but
outlier resistant as well. Extensive simulations are conducted
to examine the effectiveness of the proposed approach. The
results show the remarkable improvements of location accuracy
by sifting outliers. To the best of our knowledge, this is the first
paper that establishes the theoretical foundation for the outlier
detection problem based on the graph rigidity theory.

The rest of this paper is organized as follows. We first
summarize the related work in Section II. In Section III, we
build the network model and investigate the theory of net-
work localization. Section IV presents the overview of edge
verifiability. To identify outliers, we propose the concept of
verifiable edges in Section V. The conditions for an edge to
be verifiable are also studied in this section. In Section VI,
extending the results from a single edge to entire networks, we
discuss verifiable graphs. Section VII presents the evaluation
results from extensive simulations. Finally, we conclude this
paper in Section VIII.

II. RELATED WORK

A. Localization Literature

Location information is essential for many environmental
monitoring or surveillance applications [17], [18], [33]. Ac-
cording to a comprehensive survey [32], localization provides
essential contexts for data interpretation and network opera-
tions [34], [35]. Existing solutions fall into two categories:

Range-based approaches assume that nodes can measure in-
ternode distances, whereas range-free approaches merely use
neighborhood information. Many localization algorithms are
range based [2], [12], [19], [20], adopting distance-ranging
techniques such as RSS [1] and TDoA [12]. RSS maps received
signal strength to distance according to a signal attenuation
model, whereas TDoA measures the signal propagation time
for distance calculation. In practice, RSS-based ranging mea-
surements contain noise on the order of several meters [19],
particularly in rigorous environments. In contrast, TDoA is
impressively accurate and obtains close-to-centimeter accuracy
for node separations under several meters in indoor environ-
ments [2], [22]. Due to the hardware limitations and energy
constraints of wireless communication devices, range-free ap-
proaches are cost-effective alternatives. Most existing range-
free approaches compute node locations according to network
connectivity measurements [28], [29].

The majority of localization algorithms [2], [12], [19] assume
a dense network such that iterative trilateration (or multilatera-
tion) can be conducted. Other methods [23] record all possible
locations in each positioning step and prune incompatible ones
whenever possible, which, in the worst case, can result in an
exponential space requirement. In addition, some works [13],
[24], [25] study the relationship between network localization
and rigidity properties of ground-truth graphs. Recently, net-
work and node localizability are studied [20], [30] and are
applied to aid for localization and deployment in wireless
networks [31].

B. Graph Rigidity Literature

Graph rigidity has been well studied in mathematics and
structural engineering [4], [15], [21], having a surprisingly large
number of applications in many areas. In the rigidity literature,
many efforts have been made to explore the combinatorial
conditions for rigidity. Laman [15] first pointed out that a graph
G = (V,E) is generically rigid in 2-D if it has an induced
subgraph in which edges are “independently” distributed. The
statement also leads to an O(|V |2) algorithm [5] for rigidity
testing. For global rigidity in 2-D, a sufficient and necessary
condition [3] is presented based on the results in [4] by com-
bining both redundant rigidity and 3-connectivity. Recently,
Jackson and Jordan [10] have proved a sufficient condition of
six mixed connectivity for global rigidity, which improves a
previous result of 6-connectivity in [11].

C. Error-Control Literature

Error management [7] uses error registries to select nodes
that participate in the localization procedure based on their rel-
ative contribution to the localization accuracy, and [8] requires
“robust quadrilaterals” to prevent large location errors that are
introduced by flip ambiguities. From the perspective of security,
outlier-resistant localization has also been studied. Minimum
mean square estimation is used to identify and remove ma-
licious nodes in [8], and least median of squares, which is
an estimator with high breakdown point, is adopted in [26].
A speculative filtering algorithm is designed in [9] to detect
phantom nodes. Deriving inspiration from robust statistics, the
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Fig. 1. Realization nonuniqueness. (a) Not rigid. (b) Not 3-connected. (c) Not redundantly rigid.

recent work known as snap-inducing shaped residuals (SISR)
[27] uses a residual shaping influence function to deemphasize
the “bad nodes” and “bad links” during the localization proce-
dure. Although most conventional techniques attempt to realize
robust localization with measurement errors based on statistical
methods, our approach, edge verification, determinately sifts
outlier edges.

III. PRELIMINARIES

A. Network Model

We suppose that each node is located at a distinct location
in some region of a plane and associated with a specific set of
“neighboring” nodes. Let N be a network of n nodes labeled
v1, v2, . . . , vn. Let π(vi) denote the ground-truth position of vi.
In addition, we assume that a small portion of nodes, called
beacons, are at known locations.

A network N can be modeled by a distance graph G =
〈V,E,W 〉, where each vertex vi ∈ V denotes a node in the
network, and each edge e ∈ E indicates the neighborhood of
its two endpoint nodes. The measured distance between two
neighboring nodes (including beacons) is defined by W (e) (or
W (vi, vj)) for e = (vi, vj) ∈ E.

B. Graph Rigidity and Realization

A realization of a graph G is a pair (G, p), where G =
〈V,E,W 〉, and p is a function that maps the vertices in V to
points in a Euclidean space (this paper assumes 2-D space). In
general, realizations are referred to the feasible ones, in which
the pairwise distance constraints between a pair of vertices u
and v if (u, v) ∈ E are maintained. That is, ‖p(u)− p(v)‖ =
W (u, v) for all (u, v) ∈ E in (G, p), where ‖ · ‖ denotes the
Euclidean norm in R

d. A distance graph G has at least one
feasible realization that represents the ground truth of the cor-
responding network. Formally, G is embeddable in 2-D space,
and all pairwise distance constraints are compatible with each
other and can coexist in the embedment.

Two realizations (G, p) and (G, q) are equivalent if corre-
sponding edges have the same lengths, i.e., if ‖p(u)− p(v)‖ =
‖q(u)− q(v)‖ holds for all pairs u, v with (u, v) ∈ E. The
realizations (G, p), (G, q) are congruent if ‖p(u)− p(v)‖ =
‖q(u)− q(v)‖ holds for all pairs u, v with u, v ∈ V . This is
the same as saying that (G, q) can be obtained from (G, p)
by an isometry of R

d. We shall say that (G, p) is globally
rigid or (G, p) is a unique realization of G if every realization
that is equivalent to (G, p) is congruent to (G, p) [3]. In other
words, a graph is globally rigid if it is uniquely realizable [4]. A
realization is generic if the vertex coordinates are algebraically

independent. Because the set of generic realizations is dense in
the realization space, almost all realizations are generic, and we
omit this word hereafter.

There are several distinct manners in which the nonunique-
ness of realization can appear. A graph that can continuously
be deformed while still satisfying all the constraints is said to
be flexible, as shown in Fig. 1(a); otherwise it is rigid. Hence,
rigidity is a necessary condition for global rigidity. Rigid
graphs, however, are still susceptible to discontinuous flex. In
particular, they can be subject to flip (or fold) ambiguities in
which a set of nodes have two possible configurations that
correspond to a “reflection” across a set of mirror nodes [e.g.,
v and w in Fig. 1(b)]. This type of ambiguity is not possible in
3-connected graphs. A graph is said to be 3-connected if there
does not exist any set of two vertices whose removal discon-
nects the graph. Fig. 1(c) further shows a 3-connected and rigid
graph that becomes flexible upon the removal of an edge. After
removing edge (u, v), a subgraph can swing into a different
configuration in which the removed edge constraint is satisfied
and then reinserted. This type of ambiguity is eliminated by
redundant rigidity, the property that a graph remains rigid upon
the removal of any single edge.

Summarizing the aforementioned observations, Jackson and
Jordan provides the necessary and sufficient condition for
global rigidity in the following theorem.

Theorem 1 [3]: A graph with n ≥ 4 vertices is globally
rigid in two dimensions if and only if it is 3-connected and
redundantly rigid.

Based on Theorem 1, global rigidity can be tested in polyno-
mial time by combining existing algorithms for rigidity [4], [5]
and 3-connectivity [6]. As we know, a globally rigid graph can
uniquely be determined if fixing any group of three vertices to
avoid trivial variation in 2-D plane, such as translation, rotation,
or reflection. Hence, a network with at least three beacons is
entirely and uniquely localizable if and only if its distance graph
is globally rigid [14].

IV. OVERVIEW

A. Outlier Distance Measurement

Given a distance graph G = 〈V,E,W 〉, W is determined by
the observed information, such as measured internode distances
and positions of beacons. Because of the presence of noises,
those measurements could be corrupted. Formally, for some
edge e = (u, v) ∈ E, W (e) is not necessarily identical with
the ground-truth distance between nodes u and v, i.e., ‖π(u)−
π(v)‖. In this paper, we assume that only nonbeacon nodes
can produce error measurements. The beacons, with known
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Fig. 2. Three cases of G− (u, v). (a) G− (u, v) is flexible. (b) G− (u, v)
is rigid. (c) G− (u, v) is globally rigid.

locations, always broadcast their true position information,
resulting in accurate distance measurement.

In general, ranging errors in a localization system are classi-
fied into the following two kinds: 1) noisy error and 2) outlier
error. Coming from environment factors and computation pre-
cision, noisy errors are moderate and predictable. Noisy errors
can be alleviated by some optimization approaches such as
those in [7]–[9]. By contrast, outlier errors are much severe and
more unpredictable, caused by hardware malfunction or failure
and adversary attacks. In this paper, we focus on outlier errors
that should be eliminated for high-accuracy localization.

Definition 1: Given a distance graph G = 〈V,E,W 〉, an
edge e = (u, v) ∈ E is a normal edge if W (e) = ‖π(u)−
π(v)‖; otherwise, e is an outlier edge.

In this definition, we assume that no ranging noise is con-
tained in normal edges, which proves to be an excellent start-
ing point to characterize outlier measurements. In practice,
we introduce error tolerance and define a normal edge e as
|W (e)− ‖π(u)− π(v)‖| < ε. The parameter ε is dynamically
adjusted according to various ranging techniques and applica-
tion requirements.

Note that an outlier edge is defined based on the ground-
truth location π that is unknown. Under noisy measurements,
localization produces a feasible solution that fits the distance
constraints well. However, the real locations of nodes are still
not guaranteed. Without the ground-truth information, we turn
to the redundant information of G, which can be used to tell
whether an edge is an outlier.

B. Redundant Information in G

When a node u obtains the distance between itself and one of
its neighbors v, how can we know whether this measurement is
correct? To verify e = (u, v), we need to exploit the remaining
graph G− e after the removal of e. If G− e provides enough
correct information, it is possible to verify e. In particular, for a
realization (G− e, p) of G− e, the value of ‖p(u)− p(v)‖ can
be used to verify e.

The graph G− e falls into three cases, as shown in Fig. 2,
where G− (u, v) means that the subgraph with edge e = (u, v)
is deleted. In the first case, the removal of e results in a flexible
graph, in which u and v can continuously deform. Accordingly,
in any realization (G− e, p), the value of ‖p(u)− p(v)‖ should
be within a number of continuous intervals. Taking Fig. 2(a) as
an example, ‖p(u)− p(v)‖ must satisfy the triangle inequality
of both triangles. In the second case, G− e remains rigid, and in
any realization (G− e, p), ‖p(u)− p(v)‖ has a discrete series
of values, because (G− e, p) only allows discrete deforma-
tions. In Fig. 2(b), u can flip over to the right side, yielding

two possible values of ‖p(u)− p(v)‖. In the last case, G− e
is globally rigid, and ‖p(u)− p(v)‖ has a unique value for
all (G− e, p). Such a unique value, comparing with W (e),
can be used as an important evidence of outlier existence or
inexistence. To summarize, the first two cases indicate whether
e is reasonable, i.e., W (e) in a reasonable range. The third
case guarantees the correctness (or incorrectness) of W (e).
This paper focuses on the third case: G− e is globally rigid,
or more rigorously, ‖p(u)− p(v)‖ has a unique value over all
realizations p of G− e.

V. VERIFIABLE EDGE

In this section, we analyze how we can determine whether an
edge is normal or an outlier without ground-truth information.
Applying graph rigidity, we define edge verifiability and study
the conditions for an edge to be verifiable.

A. Definition

For an edge e = (u, v), if the internode distance measure-
ments, excluding W (e), are sufficient to figure out the distance
between u and v, W (e) is verifiable. We formulate the edge
verifiability by utilizing the redundant information in G as
follows.

Definition 2: Given a distance graph G = 〈V,E,W 〉, an
edge e = (u, v) ∈ E is referred to as verifiable if ‖p(u)−
p(v)‖ = ‖q(u)− q(v)‖ holds for any two equivalent realiza-
tions (G− e, p) and (G− e, q) of G− e.

Considering an edge e = (u, v) that is not verifiable, there
exist at least two distinct values of ‖p(u)− p(v)‖ for all (G−
e, p). Thus, the correctness of W (e) cannot be judged with
assurance.

B. Conditions for Edge Verifiability

This section discusses the conditions for an edge to be
verifiable.

Theorem 2: In a graph G = 〈V,E,W 〉, an edge e = (u, v) ∈
E is verifiable in G if G− e is globally rigid or the two ends
u and v are included in at least one globally rigid subgraph
of G− e.

Proof: Let C denote one globally rigid subgraph in G− e
that contains u and v. By definition, for any two equiva-
lent realizations (G− e, p) and (G− e, q), ‖p(vi)− p(vj)‖ =
‖q(vi)− q(vj)‖ holds for all (vi, vj) ∈ E and (vi, vj) �= (u, v).
Because C ⊂ G− e, we have ‖p(vi)− p(vj)‖ = ‖q(vi)−
q(vj)‖ for all (vi, vj) ∈ E(C). According to the global rigid-
ity of C, the fact that ‖p(vi)− p(vj)‖ = ‖q(vi)− q(vj)‖ for
all (vi, vj) ∈ E(C) suggests ‖p(u)− p(v)‖ = ‖q(u)− q(v)‖,
where p and q are any equivalent realizations of G− e. Thus,
e = (u, v) is verifiable by Definition 2. �

As illustrated in Fig. 3(a), edge (u, v), colored in red, is
verifiable, because G− (u, v) is globally rigid. The fact that
an edge e = (u, v) is verifiable does not require G− e, even G,
to globally be rigid. Theorem 2 only requires the existence of
a globally rigid subgraph that contains u and v when G− e is
not globally rigid. Fig. 3(b) demonstrates an example of such a
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Fig. 3. Two examples of verifiable edges. (a) G and G− (u, v) are both
globally rigid. (b) G and G− (u, v) are not globally rigid, whereas G−
(u, v)− w is a globally rigid subgraph.

Fig. 4. Edge (u, v) is verifiable, yet the entire graph is not globally rigid and
contains no globally rigid subgraphs. (a) G and G− (u, v) are not globally
rigid. (b) Distances between u and v are the same in all realizations.

situation. In this case, G− (u, v) is not globally rigid, but (u, v)
is verifiable, because u and v are both contained in a globally
rigid subgraph G− (u, v)− w.

Nevertheless, the condition in Theorem 2 is sufficient but not
necessary. In other words, an edge can be verifiable even when
the remaining graph contains no globally rigid subgraph that
holds the two ends of the edge. As shown in Fig. 4, the graph
itself is not globally rigid, and the remaining graph upon the
removal of edge e = (u, v) contains no globally rigid subgraph.
However, edge e is verifiable, because the distances between u
and v are consistent for all possible realizations of the graph.
In other words, ‖p(u)− p(v)‖ = ‖q(u)− q(v)‖ holds for any
two realizations p and q of the graph. Thus, by Definition 2,
e = (u, v) is verifiable. With regard to these cases, the sufficient
and necessary conditions of edge verifiability remain an open
problem, which should deeply be probed into in future work. In
the following context, we exploit the verifiability problem by
excluding such cases.

According to Theorem 1, to check the global rigidity of a
graph G = (V,E), it suffices to test the triconnectivity and
redundant rigidity of G. With respect to the triconnectivity, an
O(|V |+ |E|) algorithm is designed in [6] using the method
of depth-first search (DFS). With regard to redundant rigidity,
Hendrickson et al. present an O(|V |2) algorithm in [4] and [5]
based on the Pebble game algorithm. Combining Theorems 1
and 2, we present a framework for edge verifiability detection,
which is outlined by Algorithm 1. Note that Algorithm 1 not
only detects the verifiability of a specific edge but also returns
all the globally rigid subgraphs that can verify it. The complex-
ity of finding triconnected components (line 2 in Algorithm 1)
is O(|V |+ |E|). The judgment of edge verifiability based on a
set of globally rigid subgraphs (lines 8–12) takes constant time.
For each triconnected component Ti with |Vi| vertices, it takes
O(|Vi|2) time to test the global rigidity (line 4). In the worst
case, the vertices u and v are included in all Ti so that the

complexity of lines 3–7 will be ΣiO(|Vi|2). Because Ti and
Tj(i �= j) have at most two common vertices, ΣiO(|Vi|2) =
O(|V |2). Hence, to sum up, the worst-case running time of
Algorithm 1 is O(|V |2).

Algorithm 1: Edge verifiability detection algorithm.
1: G′ = G− e e = (u, v)
2: Find all triconnected components Ti of G′.
3: for all Ti that contain u and v do
4: if Ti is globally rigid then
5: Add Ti to the globally rigid subgraphs set C.
6: end if
7: end for
8: if C is empty then mark e as unverifiable.
9: else mark e as verifiable.
10: end if

VI. VERIFIABLE GRAPHS

In this section, we expand the concept of verifiability from
edges to graphs.

A. Definition

In general, verification should be carried out not only for
several specific edges but also for the entire graph. This leads
us to the problem of graph verifiability, in which all edges in
a graph must be verified, except for the known accurate ones
such as the edges that connect two beacons.

Definition 3: Given a distance graph G = 〈V,E,W 〉, G is
verifiable if e is verifiable for all e ∈ E.

Based on Theorem 2, the endpoints of a verifiable edge
e ∈ E are contained in a globally rigid subgraph in G− e.
We assume that G is globally rigid in this section; otherwise,
G is not entirely localizable, and measurement verification for
nonlocalizable nodes is less important. If G is globally rigid,
we have the following theorem.

Theorem 3: Given a globally rigid graph G = 〈V,E,W 〉, G
is verifiable if and only if G− e is globally rigid for all e ∈ E.

Proof: Because G− e is globally rigid for all e ∈ E, all
edges in G are verifiable, and by Definition 3, G is verifiable.
For the necessity, we suppose the contrary that G− e is not
globally rigid for some edge e. The fact that e is verifiable
implies that the endpoints of e must reside in one globally rigid
subgraph of G− e. Hence, adding e back, G not being globally
rigid is a contradiction. �

B. Conditions for Graph Verifiability

To check whether a graph is verifiable, the straightforward
method is to judge the edge verifiability for all edges in the
graph. In the following context, we study the conditions of
graph verifiability through general graph properties.

Jackson et al. have presented two sufficient conditions for
global rigidity in terms of the network connectivity and vertex
degree of G in [10] and [3], respectively.
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Fig. 5. Relationships between degree and global rigidity. (a) G is not globally
rigid as it suffers from a flip ambiguity by reflecting along the line (u, v).
δ(G) = n/2. (b) The remaining graph of G is not globally rigid upon removing
any edge. δ(G) = (n+ 1)/2.

Lemma 1 [10]: Let G = (V,E) be a 6-mixed-connected
graph. Then, G− e is globally rigid for all e ∈ E.

Lemma 2 [3]: Let G = (V,E) be a graph on n ≥ 4 vertices
with δ(G) ≥ (n+ 1)/2, where δ(G) denotes the minimum
degree in G. Then, G is globally rigid.

In Lemma 1, mixed vertex and edge connectivity is used.
Let G = (V,E) be a graph. A pair (U,D) with U ⊂ V and
D ⊂ E is a mixed cut in G if G− U −D is not connected.
We say that G is 6-mixed-connected if 2|U |+ |D| ≥ 6 for all
mixed cuts (U,D) in G. Equivalently, G is 6-mixed-connected
if G is 6-edge-connected, G− v is 4-edge-connected for all
v ∈ V , and G− {u, v} is 2-edge-connected for all pairs u,
v ∈ V . We also know that 6-vertex-connectivity is sufficient for
6-mixed-connectivity. Note that, in the graph theory, a graph
G = (V,E) is said to be k-vertex-connected (or k-connected)
if the graph remains connected whenever fewer than k vertices
are removed from the graph. Similarly, a graph G = (V,E) is
k-edge-connected if G remains connected on the removal of
fewer than k edges. We formulate the aforementioned discus-
sions in the following corollaries.

Corollary 1: If a graph G is 6-vertex-connected or 6-mixed-
connected, G is verifiable.

The conclusion on vertex connectivity is the best possible
and cannot be reduced from six to five. The examples of
5-vertex-connected graphs being not globally rigid are given
in [11].

Corollary 2: For a graph G = 〈V,E,W 〉 on n > 4 vertices,
if δ(G) ≥ (n+ 3)/2, where δ(G) denotes the minimum degree
in G, G is verifiable.

The lower bound on the minimum degree in Lemma 2 is the
best possible lower bound, guaranteeing the global rigidity of
G, as shown in Fig. 5(a) by two complete graphs of equal size
with two vertices in common. It is easily deduced from theh
condition of δ(G) ≥ (n+ 3)/2 that δ(G− e) ≥ (n+ 1)/2 for
any e ∈ E, which indicates G− e is globally rigid for all e ∈ E
by Lemma 2. Thus, G is verifiable. In the following analysis,
we provide a smaller lower bound on the minimum degree of
G, which ensures its verifiability. For a graph on n vertices,
if n ≤ 4, even the complete graph is not verifiable. If n = 5,
Fig. 5(b) shows that the minimum degree of 4 is required. Other
cases (n > 5) are complicated and discussed as follows.

Lemma 3: For a graph G = 〈V,E,W 〉 on n > 5 vertices, if
δ(G) ≥ (n+ 1/2, where δ(G) denotes the minimum degree in
G, G− e is globally rigid for all e ∈ E.

Proof: According to Lemma 2, G is globally rigid
as δ(G) ≥ (n+ 1)/2. Because δ(G) ≥ (n+ 1)/2, we have
δ(G− e) ≥ (n− 1)/2, and all but at most two nonadjacent

vertices have degree at least (n+ 1)/2. To prove that G− e
is globally rigid, it suffices to show that G− e is 3-connected
and redundantly rigid for all e = (u, v) ∈ E.

3-connectivity. For a contrary, suppose that G− e has a vertex
cut of size less than 3. This vertex cut, denoted by C and
|V (C)| ≤ 2, divides G− e into a number of overlapped
components, which denotes the disconnected components
obtained by cutting C plus C. Thus, all overlapped compo-
nent share common vertices of C. Let H be the one with
the minimum number of vertices among all; then, we have
5 ≤ 2|V (H)| − |V (C)| ≤ |V |, i.e., 3 ≤ |V (H)| ≤ n/2 +
1; otherwise, if |V (H)| > n/2 + 1, the vertex number
of G− e, which is known as |V | = n, will be at least
2|V (H)| − |V (C)| > n, which is a contradiction. Obvi-
ously, H contains at most one of u and v; otherwise, C
is still a cut in G, and G is not globally rigid. We know
that the complete graph of |V | vertices has degree at most
|V | − 1. If |H| ≤ (n− 1)/2 or |V (H)| = 3, δ(G− e) ≥
(n− 1)/2 that implies at least one edge that connects a
vertex in H (but not in C) and a vertex outside H . Oth-
erwise, (n− 1)/2 < |V (H)| ≤ n/2 + 1, and |V (H)| ≥ 4,
because at most one vertex with degree (n− 1)/2 and
others at least (n+ 1)/2 in V (H), we know that at least
one edge connects a vertex in H (but not in C) and a vertex
outside H . Both cases contradict that C is a vertex cut.
Hence, G− e is 3-connected.

Redundant rigidity. In the following context, we will show that
G− e is redundantly rigid. Because G is globally rigid,
G− e is rigid. We suppose to the contrary that H = G−
e− f is not rigid for some edge f = (s, t) ∈ E − e. We
have the following two cases of δ(H).

1) δ(H) ≥ (n− 3)/2. In this case, one vertex has a
degree of (n− 3)/2, two vertices have a degree of
(n− 1)/2, and other vertices have at least (n+ 1)/2.

2) δ(H) ≥ (n− 1)/2. In this case, four vertices have a
degree of (n− 1)/2, and other vertices have at least
(n+ 1)/2.

Define a rigid component of a graph G = (V,E) to be
a maximal rigid subgraph of G. Let C be a rigid component
of H with minimum vertices. We know that C contains
at most one of s and t. Put D = H − V (C). Because
distinct rigid components share at most one vertex and the
constraints of δ(H), we have |V (D)| ≥ 4 and |V (C)| ≤
(n− 1)/2 (otherwise, |V (D)| < (n+ 1)/2, and thus, ev-
ery vertex in D has at most degree (n+ 1)/2). Because C
is a rigid component of H , each vertex of D is adjacent to
at most one vertex of C in H . Hence, we have the following
two cases of δ(D).

1) δ(D) ≥ (n− 5)/2. In this case, one vertex has a
degree of n− 5/2, two vertices have a degree of
(n− 3)/2, and other vertices have at least (n− 1)/2.

2) δ(D) ≥ (n− 3)/2. In this case, four vertices have a
degree of n− 3/2, and other vertices have at least
(n− 5)/2.

In both cases, we can construct a graph D̄ by adding
two edges to D such that δ(D̄) ≥ (n− 1)/2. Because
|V (C)| ≥ 2, we have |V (D)| ≤ n− 2. We may now use
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Fig. 6. Different cases of H . (a) |V (C)| = 2, and δ(H) ≥ (n− 3)/2. (b) |V (C)| = 2, and δ(H) ≥ (n− 1)/2. (c) |V (C)| = 3, and δ(H) ≥ (n− 3/2. (d)
|V (C)| = 3, and δ(H) ≥ (n− 1/2. (e) |V (C)| ≥ 4.

induction on n to deduce that D̄ − g is globally rigid for
any edge g ∈ D̄. Hence, because |V (D)| ≥ 4, D̄ − g is
redundantly rigid and suggests that D is rigid.Because
|V (D)| ≥ 4, considering |V (C)| and δ(H), we have the
following three cases.

1) |V (C)| = 2. We have n = |V (C)|+ |V (D)| ≥ 6. In
case of δ(H) ≥ (n− 3)/2, one vertex in C has a
degree of at least 3, and the other vertex has a degree
of at least 2. In case of δ(H) ≥ (n− 1)/2, both
vertices of C have degrees of at least 3. Hence, in both
cases, one vertex is adjacent to at least two vertices in
D, and one is adjacent to at least one or two vertices
in D, as shown in Fig. 6(a) or (b). Thus, H is rigid.

2) |V (C)| = 3. We have n ≥ 7. In case of δ(H) ≥
(n− 3)/2, at least one vertex has a degree at least
4, and the other two vertices have degrees of at least
3 and 2, respectively. Thus, at least one vertex in
C is adjacent to two vertices in D, and at least one
vertex is adjacent to another vertex in D, as shown
in Fig. 6(c). In the other case, δ(H) ≥ (n− 1)/2, all
three vertices in C have a degree of at least 3. Thus,
all vertices are adjacent to at least one vertex in D
(note that there will not be two vertices of C that
connect to the same vertex in D, because C is a rigid
component), as shown in Fig. 6(d). H is rigid.

3) |V (C)| ≥ 4. We know that vertices in C can have
degrees of at most n− 3/2, because |V (C)| ≤ (n−
1)/2. Because C can include at most one of s and t,
in both cases of δ(H), at least one vertex in C has a
degree at least (n+ 1)/2, and at least one vertex has
a degree at least (n− 1)/2. Thus, the former must be
adjacent to at least two vertices in D, and the latter
must be adjacent to at least one vertex in D, as shown
in Fig. 6(e). Hence, H is also rigid.

In all cases, H is rigid, which is a contradiction. �
According to Lemma 3, we formulate the require-

ments on degree for verifiable graphs as follows.

Theorem 4: For a graph G = 〈V,E,W 〉 on n > 5 vertices,
if δ(G) ≥ (n+ 1)/2, where δ(G) denotes the minimum degree
in G, then G is verifiable.

C. Easily Verifiable Graphs

The verification of edges and graphs relies on graph real-
ization. It is usually prerequisite to localize G− e to achieve

the value of ‖p(u)− p(v)‖ to verify e. However, network
localization is an NP-hard problem in general cases, even
when networks are localizable. Consequently, a large por-
tion of verifiable graphs are not easily verifiable. Similarly,
that an edge e is verifiable does not mean that it can eas-
ily be verified in practice, because calculating ‖p(u)− p(v)‖
(or, equivalently, localizing G− e) is usually computationally
infeasible.

We find that, if G− e is an easily localizable graph such as
a trilateration graph (TRI), where all node locations are easily
obtained through iterative trilateration, the edge e is easily
verified. The basic principle of trilateration is that the position
of an object can uniquely be determined by measuring the dis-
tances to three reference positions. Theoretically, a trilateration
ordering of a graph G = (V,E) is an ordering (v1, v2, . . . , vn)
of V , in which the first three vertices are pairwise connected,
and at least three edges connect each vertex vj , 4 ≤ j ≤ n to the
set of the first j − 1 vertices. A graph is a trilateration extension
if it has a trilateration ordering. It is shown that trilateration
extensions are globally rigid [13], [14].

Definition 4: Graph G = 〈V,E,W 〉 is easily verifiable if
G− e is easily localizable for all e ∈ E.

Similar to trilateration, a quadrilateration graph G = (V,E)
has a quadrilateration ordering (v1, v2, . . . , vn) of V , in which
the first four vertices are pairwise connected, and at least
4 edges connect each vertex vj , 5 ≤ j ≤ n to the set of the
first j − 1 vertices. Using quadrilateration graphs, we have the
following theorem.

Theorem 5: If G is a quadrilateration graph, G is easily
verifiable.

Theorem 5 holds, because G− e is a TRI if G is a quadrilat-
eration graph.

D. MGRS

Recall the assumption in Section IV-B that the graph G− e
provides enough and correct information to verify e. In prac-
tice, however, outlier edges may also be contained in G− e.
Consequently, how we can wisely avoid incorrect information
in G− e is a significant issue that lies ahead.

To deal with this problem, we propose the concept of mini-
mally globally rigid subgraph (MGRS). A graph G = (V,E) is
minimally globally rigid if G is globally rigid and no proper
subgraph of G is globally rigid. An MGRS is a minimally
globally rigid subgraph of G, which will become not globally
rigid upon the removal of any vertices or edges. According to
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Fig. 7. MGRS. G is the grounded graph, where the dashed red edge is to be verified. Each Gr indicates an MGRS. (a) MGRS. (b) Nonuniqueness of MGRS.

the definition, the MGRSs that contain u and v (but no edge
(u, v)) can verify edge e = (u, v); meanwhile, they involve the
minimal amount of measurements. This implies that MGRS,
to the largest extent, limits the possibility of the existence of
outliers in the information for verification. As illustrated in
Fig. 7, each Gr indicates such an MGRS of G− e for verifying
edge e = (u, v) ∈ E. During the procedure of edge verification,
we follow the MGRS rule, which means verifying each edge
using one of its MGRSs. Despite the benefit of verification
accuracy and reliability, the following two key challenges exist
to implement the MGRS rule: 1) how we can find an MGRS
that contains both ends of the edge to be verified and 2) if such
MGRSs may not be unique.

Multiple MGRSs may result in inconsistent judgments for
a specific measurement. In other words, one MGRS may report
an edge e as an outlier, whereas MGRS suggests it to be normal.
We propose a voting algorithm to deal with the problem, which
assigns each judgment a specific weight. In particular, each
negative judgment that votes an edge as outlier is assigned
with −1 whereas the positive one gets 1. The negative or
positive signs of the sum of weights of all judgments indicate
whether the measurement is an outlier. The detailed algorithm
is outlined in Algorithm 2, which is with linear-time complexity
in terms of the number of MGRSs.

The other issue, finding a MGRS, is complicated. To the best
of our knowledge, there are no existing theories and methods
for finding an MGRS yet. In this paper, we tentatively take a
globally rigid subgraph that contains relatively fewer vertices
and edges instead of the optimal one, which also results in a
melioration of using less outlier edges during verification. In
particular, we use global rigidity testing methods [4]–[6] to find
globally rigid subgraphs and select the minimal one. It is a good
direction for future research to establish theoretical foundations
and design algorithms for MGRS searching.

Algorithm 2: Voting algorithm.
1: G′ = G− e e = (u, v)
2: Let θ be the error tolerance.
3: for all MGRSs Mi that contain u and v do
4: Determine the locations p(u) and p(v) in Mi.
5: di = ‖p(u)− p(v)‖
6: if |di − w(e)| ≤ θ then wi = 1
7: else wi = −1
8: end if
9: end for
10: if Σwi ≥ 0 then mark e as a normal edge
11: else mark e as an outlier
12: end if

Fig. 8. Percentage of verifiable edges in different node densities. (a) Percent-
age of verifiable edges versus R. (b) Percentage of verifiable edges versus
average degree.

VII. EVALUATION

We evaluate the performance of the proposed edge- and graph-
verifying approaches through extensive simulations.We random-
ly generate networks of 100 nodes that are uniformly distributed
in a unit square [0, 1]2. The disk model with a radius is adopted
for distance measurement. The communication range is denoted
by R. For each network instance, we change the value of R
from 0.12 to 0.22 stage by stage, with a step length of 0.04. For
each setting, we integrate results from 100 network instances.

Fig. 8 plots the percentage of verifiable edges in different
node densities. As shown in Fig. 8(a), more edges are verifiable
in denser networks, because sufficient distance constraints are
available. To understand the relationship between the average
degree and percentage of verifiable edges, Fig. 8(b) shows that
only a few edges are verifiable when the average degree is
below 4, but the percentage of verifiable edges sharply increases
to more than 90% as the average degree grows from 4 to 6. All
edges are verifiable when the average degree is about 10.

As a concrete example to show the network topology, we
depict an instance of these networks with different node con-
nectivity in Fig. 9, where the blue edges denote globally rigid
subgraphs, and the red lines indicate verifiable edges. The
node connectivity in Fig. 9(a)-(d) is gradually increased. The
percentage of verifiable edges reveals the same trend.

To examine the relationship between node connectivity and
graph verifiability, we change the value of R from 0.17 to 0.26
and rerun the simulations. The results are plotted in Fig. 10.
When the network is sparse (R < 0.17), no instance is verifi-
able. The percentage of verifiable graphs increases near linearly
as R grows from 0.18 to 0.24. Simulation results also show that
all instances are verifiable only when the networks are dense.
In Fig. 10(b), all graphs are verifiable when the average degree
is more than 14.

Edge verification can be used to sift outlier ranging in-
formation and improve the accuracy of localization. We use
multilateration as the basic localization method and compare
the localization performance of the two strategies of outlier
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Fig. 9. Network topology.

Fig. 10. Percentage of verifiable graphs in different node densities. (a) Per-
centage of verifiable graphs versus R. (b) Percentage of verifiable graphs versus
average degree.

Fig. 11. Benefit of sifting outliers. (a) b = 0.5. (b) a = 0.1.

sifting and no sifting. Note that our outlier detection approach
works well with arbitrary localization methods. We employ
multilateration, because it is widely known and used.

Two parameters that influence the localization performance
are the percentage of outliers in the graph (denoted by a)
and the error of outliers (denoted by b). Let D1 denote the
measured distance and D2 denote the actual distance. We use
|D1 −D2|/D2 to calculate the value of b. We set a = 0.1,
b = 0.5 as the basic scenario and change the value of a and
b, respectively, to run the simulation. For edges other than
outliers, we add a random ranging noise (error tolerance ε),
which is less than 1% of the actual distance to them. Note that
this error tolerance can be changed, and the effect is similar to
parameter b.

As shown in Fig. 11, without sifting, the average location
error tends to increase as the values of a or b increase. In
contrast, the curves labeled Sifting stay almost unchanged,
which means that the location error is almost unacted upon on
the influence of outlier measurements because most of them
are correctly sifted. In addition, the average location error with
sifting is much smaller than the location error without sifting.
The gap between these two cases reaches up to 40% when
a = 0.1 and when b = 0.5.

VIII. CONCLUSION

To eliminate the negative impact of inaccurate measure-
ments, outlier detection serves as an essential and prior compo-
nent for all range-based localization approaches. In this paper,
we have explored how we can identify outliers by using redun-
dant distance information. Applying the graph rigidity theory,
we establish the theoretical foundation of the outlier detection
problem and analyze the conditions of a specific measurement
being an outlier. The evaluation results show that the proposed
method improves the location accuracy by modestly and wisely
rejecting outliers during localization.

A direction of future research with good potential is to further
exploit the redundant information in a graph, particularly when
G− e is not rigid. In this case, the constraints of e are more
diversified and complicated. This paper is a good starting
point to deterministically apply the graph rigidity theory to
identify outlier distance measurements, and we envision that
more results will be discovered on this basis.
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